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Hoxnax mnocesmen mnporpaMmmHoMy uHCTpyMeHTapuio ACCET (Assessment of
Consequences and Causes of Events Tool - MactpymenTapuii Onenku Ilocneactsuii u
[lpynunn Hapymienuit), ero mnociaegHuM MOAUGUKALUAM M ONbBITY HUCIHOJIb30BaHUS,
0COOEHHO I KOHTPOJIS SKCIUTyaTallMOHHBIX mMoka3aTteneil u KynpTypsl besonmacHoctu
(Kb) ADBC. B dyacTtHOCTH, TIOKa3blBaeTcsl peailbHas  (Oasupyromascs  Ha
9KCIUTyaTallMOHHBIX JAHHBIX) 3(QEeKTUBHOCTL BHEApPeHHs TpeHaxxkepoB Ha BBOP u
PBMK. TIlepBas Bepcuss MHCTpyMEHTapusi Obuia pa3paboTaHa B COTPYJHHUYECTBE C
MAT'ATD u nonHocteio ocHoBaHa Ha Mmetoje ASSET (mporpamma ERCATD). B
teueHne 1997-1999 paznmuunbie ADC B Ounnanauu, Kazaxcrane, Poccun m Ykpaune,
MpPU CAMOOIICHKE WX OJKCIUTyaTallMOHHOM 3((EKTUBHOCTH, YCIEIIHO arnpoOUpOBaIH
UHCTpyMeHTapul, nenas akueHT Ha Kynbrype besonacnoctu (KB). OnbIT, HakOIIeHHBIH
Ha AOTHX CTaHIUAX, OOCYXJCHHS Ha CEMUHApax MO3BOJUIM MPUATH K CIETYIONINM
3aKimoueHusM. 1) PeanbpHble Tekyliue npoOjaeMbl CTAaHIUMH MOTYT OBITH ONPEEIEHBI U
OTCJIEKEHBI TOJILKO MyTeM HEMPEepBhIBHOTO aHANM3a JAHHBIX MO BCEM JKCIUTyaTaIllHOHHBIM
OTKa3aM, Jak€ MaJ€HbKUM OTKJIOHEHUSM M mnpomaxaM. 2) Bce skcrutyaTaloHHbIE
OTKa3bl MOTYT OBITh TIOJHOCTHIO HWIACHTH(PHUIMPOBAHBI B IMpolecce pa3pabOTKH
Jlornueckoro Jlepea Otkazo (JIO), ¢ mociuenyrommM aHAIU30M MPUYUH
JOMHUHUPYIOIIUX OTKa30B. 3) PerymsipHasi caMOOIIeHKa SKCILTyaTallMOHHBIX IMOKa3zaTesei
ADC ¢ npumenenueM nporpammuoro uacrpyMmentapus ACCET sBnsercs 1eliCTBEHHBIM
METOJIOM MJIi CBOEBPEMEHHOTO OOHAPYKEHUS M HCIIPABICHUS HEPEIICHHBIX MPOoOIeM
Oe3omacHocTH, HajexkHOCTH M KB, Takke Kak W I KOHTPOJIS TCHICHIUN H3MCHCHHS
JKCIUTyaTalMoOHHbIX XapakTepuctuk cucteM KUIL, nepconana u Bceit crannuu. JlokaszaHo,
gro 3¢dektuBHOCTh HHCTpyMeHTapuss ACCET s KOHTPOJS SKCILTyaTallnOHHBIX
MOKa3aresne MOKeT OBbITh 3HAUMUTENHHO TMOBBIIIEHA 32 CYET MOAU(UKAINHN, BBHIXOMSIINX
3a paMKHU NepBOHaYaIbHOIro noaxoaa. Cpeau riaaBHbIX U3MEHEHUHN — OLIEHKA BCEX MOTEPb,
BHEJPEHUE WHTETPUPOBAHHOTO KOHTPOJSI XapaKTEPUCTUK CTAHLIHUOHHBIX CHCTEM H
aBTOMATH3MPOBAHHOE YTPABICHUE KOPPEKTUPYIOMIMMHU JCHCTBHSIMH, MOAM(pHUKALINS
WHCTpYMEHTapus Uid CYIIECTBYIOUIEH JOKaIbHOM mMpakTUku. MoauduiupoBaHHBIH
WHCTPYMEHTapuii OBUI yCTAHOBIEH W YCHEIIHO WCroib3yeTcss Ha ¢uuckoir ADC
Olkiluoto (IAEA-TECDOC-1125, Jlekabps 1999).
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ABSTRACT

The paper presents ACCET software tool (Assessment of Consequences and
Causes of Events Tool), its recent development and usage experience, especially as for
NPP 1&C and personnel performance monitoring. In particular, it shows real (based on
operational data) efficiency of the simulators implementation at WWER and RBMK
Units. ERCATD code - the first version of the ACCET software tool was developed in
co-operation with JAEA and fully based on IAEA ASSET method. During 1997-1999 in
Kazakhstan, Russia, Ukraine and Finland several nuclear power plants while self-
assessing operational performance of their equipment, personnel and procedures
successfully tested the tool with accent to Safety Culture (SC). The experience
accumulated at these plants and discussions at the seminars allowed achieving the
following conclusions. 1) Plant current status of safety and reliability problems can only
be identified and monitored based on permanent analysis of the safety impact, nature and
causes of all the operational failures, even small deviations. 2) All operational failures
(occurrences) could be fully identified in the process of Logic Tree of Occurrences (LTO)
establishing followed by occurrences analysis. 3) Regular self-assessment of operational
performance with the help of ACCET is an effective method for timely detection and
elimination of any pending safety, reliability, SC problems and monitoring the trends of
1&C, personnel and overall plant operating performance. It has been proven that an
effectiveness of ACCET for plant systems (especially personnel) performance monitoring
could be significantly enhanced by the modifications, which are beyond original ASSET
approach. The modified tool was installed and successfully being used at Finnish NPP
Olkiluoto (IAEA-TECDOC-1125, December 1999).

1. INTRODUCTION

The first version of the ACCET software tool, running under MS Windows’
control, was developed in co-operation with IAEA in the end of 1996. It was fully based
on IAEA ASSET method, which has been mainly developed by Bernard Thomas in
assistance with colleagues [1, 2]. Historically and logically the ACCET became the
further development of ASSETAS software, designed earlier in DOS environment [3]. The
main idea of the ACCET is analysis of the event causes by answering thoroughly the
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questions, listed in Table 1. The key question among them is “Why were the problems not
prevented?” This is the way to find the root cause of any safety problem and weaknesses
of the plant defence in depth. The main ACCET reports and statistical data, supporting
answering the questions, are presented in the same table. The tool can automatically create

them, detailed information is provided in manual [4].

Table 1. ACCET brief guidance for self-assessment of plant safety performance

ACCET ACCET
7 BASIC QUESTIONS main reports calculated data
e Recurrent Failures and Safety Nature of
WHAT ARE THE Problems Failures (1&C,
PENDING SAFETY e Pending Safety Problems (Procedures,
PROBLEMS? Analysed Personnel, etc.)
e Event Rating Form Safety Attributes
HOW IMPORTANT e Safety Functions Impacted Events
ARE THEY? e Problems Significance to Safety Significance
(Significance) e Problems Significance to Safety Number of
Culture Events Reported
e Problems Significance to Significance of
Production & Availability the safety
problems
e Logic Tree of Occurrences Nature of
WHY DID THEY (Failures) Failures
HAPPEN? e Problems Dominant Failures Events
(Direct Causes) e Event Root Cause Analysis Discovered by
Form (ERCAF, part 1) Surveillance
e Direct Causes of Dominant Dominant
Failures Causes (Direct)
WHY WERE THEY NOT | ¢ ERCAF, part 2 Dominant
PREVENTED? e Root Causes of Dominant Causes of Events
(Root Causes) Failures (Root)
e Table of Self-Assessment
HOW TO ELIMINATE | e ERCAF, part3 Corrective
THE PENDING SAFETY | e List of Corrective Actions (1) Actions Data
PROBLEMS? e Table of Self-Assessment (part 1)
(Repairs)
HOW TO PREVENT e ERCAF, part 4 Corrective
THEIR RECURRENCE? e List of Corrective Actions (2) Actions Data
(Remedies) e Table of Self-Assessment (part 2)
WHAT CORRECTIVE e Action Plan On-line
ACTIONS SHOULD e Corrective Actions (CA) monitoring “Top
STILL BE Management ten” of CA
IMPLEMENTED?
(Action plan)

During 1997-1999 the tool was successfully tested by Balakovo, Leningrad,
Smolensk (Russia), Olkiluoto (Finland), Aktau (Kazakhstan), Rovno, Chernobyl and
South-Ukrainian (Ukraine) nuclear power plants while self-assessing operational
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performance of their equipment, personnel and procedures with accent on SC. A lot of

modifications have been implemented based on the operational feedback and new ideas of

the tool designers. Among them:

e Extension of the causes analysis for all the events reported, even small deviations
(“Out of scale” events, INES);

e Taking into account all impacts of the event, including production and availability
losses, significance to safety and SC;

e Engineering interpretation of the SC definition and implementation of the extended set
of indicators for integrated monitoring plant operational performance;

e Realisation of corrective actions computerised management with on-line monitoring
the “top ten” actions;

e Adjustment of the tool to the local management practice and reporting system.

The next chapters describe the latest state of the tool methodological background
and the complete set of indicators, suggested for integrated monitoring of plant systems
operational performance, including operational safety, reliability and SC monitoring.

2. MAIN METHODOLOGICAL ASPECTS

In accordance with “Basic Safety Principles for Nuclear Power Plants” (Ne75-
INSAG-3) the fundamental safety objective is to prevent accidents, based on
comprehensive defence in depth including sound SC as an important element of plant
defence in depth. Safety Culture definition (Ne75-INSAG-4): SC is that assembly of
characteristics and attitudes in organisations and individuals which establishes that, as an
overriding priority, nuclear plant safety issues receive the attention warranted by their
significance.

The ACCET gives clear and logical answer how to assess all the aspects
highlighted above. The diagram in Fig. 1 explains the general mechanism of the latent
weakness influence on the plant operation [3]. With the help of this diagram it could be
easily shown, what is needed from the plant management to control the situation at the
plant and to provide plant operation as safe and reliable as possible. There is no ideal plant
in the World. Latent weaknesses exist in all the areas relevant to plant operation:
equipment, personnel and procedures. The latent weaknesses are developing into the
failures and further into the events, leading to the deviations of the plant normal operation.
In accordance with the defence in depth approach there should be several layers to protect
the plant: hardware (safety barriers and systems), software (personnel, procedures) and
management (SC at the level of the organisation/plant). As it is shown in Fig. 1, from the
engineering point of view, the last layer - SC, could be split on three main sub-layers or
SC layers, based on the SC definition, given above. From the first look the last SC layer
(Capability of learning the lessons) may show oneself insignificant as compared with the
first two. Really, if the two first SC layers are effective enough, at the third layer we can
see recurrent events of low level of significance only. That is true, but however still
potentially dangerous as the recurrent events, having the same causes (not eliminated
because they are recurrent), next time may appear with much more severe consequences.

All three SC layers can be assessed and monitored by cause analysis of the events,
calculation and trending the proper indicators. Simultaneously, overall plant operational
performance, including safety and reliability, could be monitored.
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Defects
(timely
detected)

Incidents
Recurrent events

Nprevented)

NPP
safe
operation

Defects Failures

SC layer

Existing latent weaknesses: equipment defects, personnel and procedures deficiencies
developing to failures and further to deviations from NPP safe operation

Fig. 1. ACCET mechanism of NPP safe operation disturbance, based on engineering
interpretation of Safety Culture definition:

1-st SC layer (1-st aspect of Safety Culture): Identification of the latent weaknesses by:
1 - quality control, 2 - preventive maintenance and 3 - management surveillance for
unforeseen degradation (Capability to identify the latent weaknesses and pending safety
problems). 2-nd SC layer (2-nd aspect of Safety Culture): Prevention of incidents and
accidents, holding of the events at the lowest level of significance (Capability to assess
and reduce significance of the events/problems and to respond to them adequately:
priority, timely reaction, redundancy). 3-rd SC layer (3-rd aspect of Safety Culture): The
event root cause analysis and development of effective corrective actions (Capability of
learning the lessons from operational experience and elimination of the safety problems).
4,5, 6 - Feedback to enhance all 3 aspects of Safety Culture.

To find the most informative indicators, which have to be based on the facts - real
events from the operational history, the following procedure of the event analysis was
implemented:

e Identification of the event, its description and data on safety impact, production losses
and how it was discovered;

e Assessment of the event significance, based on INES or similar approach, and safety
function or barrier impacted during the event sequence;

e Establishing the LTO for each event with identification of the nature of all the
dominant occurrences (failures);

¢ Root cause analysis of the dominant failures with detection of all the SC aspects;
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e Identification of the families of the recurrent failures, based on safety
functions/barriers impacted and nature of the failures with calculation of their
significance to safety, production and SC;

e Calculation of the indicators.

Since the beginning of 90-th, ASSET recommended calculation of several integral
indicators for the operational performance monitoring. Then, in the end of 1997, Bernard
Thomas introduced Safety Culture Scale (SCS) for assessing individual event and we
may call its criteria SC event-individual indicators [4]. To complete the indicators set a
new group of so-called differential indicators was proposed [3] for integrated monitoring
of the plant operational performance, including simultaneous monitoring of operational
safety, reliability and SC.

3. INDICATORS FOR INTEGRATED MONITORING THE PLANT
OPERATIONAL PERFORMANCE

Based on the methodological background described above, the following set of
three complementary groups of the indicators are suggested:

e integral indicators, based on the all population of the events;

e differential indicators, based on pre-defined groups of events;

e cvent-individual indicators based on comparison of the each individual event data with
the plant operational history by the use of the SCS.

Integral indicators. The first two of them are being used since long time for
operational safety performance assessment and they could be used for plant SC
assessment as well, the third indicator was proposed later [3, 4]:

1) Capability of identifying the latent weaknesses (or Efficiency of surveillance) is
defined by -calculation of the ratio between number of events discovered by
surveillance and total number of the events.

2) Capability of assessing and reducing events significance (or Efficiency of
incidents prevention) is defined by calculation of the ratio between number of events
with low level of significance and total number of the events.

3) Capability of learning the lessons (Efficiency of recurrent events prevention) is
defined by calculation of the ratio between number of non-recurrent events (out of
families of recurrent failures) and total number of the events.

Differential indicators. This new group of the indicators is being implemented in
the ACCET. The idea is to monitor all three integral indicators (1, 2, and 3) together with
their cuts per the main types of the plant systems. For example, we used to consider the
following plant systems: Equipment (Mechanical, Electrical and 1&C), Personnel and
Procedures (Operating and Maintenance). Corresponding indicators, let us call them
differential indicators, may help to monitor the plant SC and systems operational
performance at the relevant shop level. Comparison of integral indicator with the
differential indicators, calculated for pre-set groups of equipment very often shows that
operational performance trends in some groups of equipment may significantly differ from
the general trends monitored by integral indicators. Events for each pre-defined group
could be automatically extracted from the total population of the events by the ACCET.
Such differential indicators could be useful for the plant systems reliability monitoring as
well. In that case, not only relative values of the indicators, but also absolute numbers of
failures of different systems should be monitored. For the plant systems reliability
monitoring it is also recommended to split the groups of equipment on sub-groups
covering the elements of the same type, like Detectors, Transmitters, Regulators for I&C,
etc.).
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Event-individual indicators. These indicators are fully based on SCS. The SCS
implementation has arisen from the idea of comparison of each event data with the plant
operational history, because each event carries useful information for SC assessment
provided existence of any basis for such comparison. In spite of the fact that exact
contents of SCS could be assessed as discussible, the scale application is undoubtedly
useful. It gives the tool for SC assessment from each new event analysis, without waiting
the statistically adequate data to calculate the integral or other statistical indicators.

4. ACCET DESCRIPTION AND IMPLEMENTATION EXPERIENCE

ACCET contains two parts: The main part (ERCATD) is meant to help Users
answering on 7 basic questions of ACCET self-assessment (Table 1). It is the tool and
database, written in MS Access 2.0 and converted to MS Access 2000. Another part
(INESAR for Windows) is meant to help Users with application of the INES procedures of
event consequences rating. It is written in C++ and could be used either with ACCET or
separately. ACCET main functions are the following:

e computerised input of all needed information on operational events in accordance with
self-assessment guidance (Table 1);

e computerised assessment of the events significance according to INES procedures;

e accumulation of the information and use it for the analysis of the events causes and
nature, SC aspects, assessing sufficiency of the offered corrective actions;

e processing and analysis of statistical data on events for learning appropriate lessons
and improvement of NPP management;

e calculation and trending the set of the indicators for integrated monitoring of the plant
operational safety, reliability and SC;

e automatic generation of the documents, including standard self-assessment forms;

e graphic presentation of the event statistical data in the various forms;

¢ cvident learning the self-assessment procedures.

During 1997-1999 various NPPs in Finland (Olkiluoto NPP), Russia (Balakovo,
Leningrad and Smolensk NPPs) and Ukraine (Chernobyl, Rovno and South-Ukraine
NPPs), while self-assessing their operational performance, successfully tested the tool
with an accent on Safety Culture. The latest ACCET version has been developed in
Finnish for Olkiluoto NPP. It was adjusted to existing local practice of management and
reporting. Such “localisation” could be recommended for the other plants. As the result of
ACCET (and ASSET before 1997) approach implementation, the plant operational safety
and efficiency have been significantly improved almost everywhere without heavy
investments in additional equipment [2, 3]. As the example of the significant progress
achieved after the method implementation at the plant one may refer to the Balakovo NPP
(4 Units of WWER-1000) and Russian plants in general. Balakovo NPP is conducting
ASSET/ACCET assessment since 1992 and on the annual basis since 1996. Number and
significance of the events have been significantly decreased, including ones with the
personnel failures, Fig. 2.
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Fig. 2. Type and number of Balakovo NPP failures per years during last period of
ASSET monitoring (data based on safety relevant events)

The last result was also caused by Training Centre organisation with Full-Scope
Simulator (FSS) implementation. It has been shown by ACCET that implementation of
simulators at other WWER and RBMK gave the same stable effect besides, may be, the
first RBMK-FSS implementation at Smolensk NPP in 1989. Computers used in this FSS
were not powerful enough to reach adequacy of all dynamic models. That is why the FSS
was not satisfactory effective as it was clearly shown by ASSET monitoring and has been
fully redesigned later. To explore good practice of ASSET/ACCET usage in 1999 WANO
considered possibility to use the ASSET self-assessment for the plants of Paris Centre [5].
The experience accumulated at the plants, listed above, and discussions at the seminars in
Bulgaria, Canada, Lithuania, Kazakhstan, Romania, Russia, Sweden, UK, Ukraine and
other countries show the following.

Plant current status of safety, reliability and Safety Culture problems (I1&C,
personnel and etc.) can only be identified and monitored based on permanent analysis of
the safety impact, nature and root causes of all the operational failures, even small
deviations and near misses. Causes analysis of safety relevant events only, which was
recommended in the past, limits the basis of learning the lessons especially for the plants
with good performance (a few safety relevant events per year). All operational failures
(occurrences) could be fully identified in the process of LTO establishing followed by
dominant occurrence nature and causes analysis. Experience of event analysis has shown
that without thinking on LTO it is hardly possible to reveal all the failures in the
consequence of the event. There are many examples when event was caused by
coincidence of several different occurrences, which are not fully visible from the event
description, especially personnel and procedures failures. So, LTO establishing gives
personnel possibility to identify all the event failures, but not the event logic only. For
example, event “Release of 20 m3 of low radioactive water on turbine hall roof due to lack
of maintenance work verification” (Kalinin NPP Unit-1, 1990) occurred because:

e During short circuit a fuse failed to open control circuit (maintenance personnel
installed wrong fuse) followed by failure of emergency busbar Ne3;
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e DG-1 cooling has independently failed to maintain oil temperature within OL&C

followed by DG-1 failure (emergency busbar Ne3 failure);
(Then Unit-1 cooling down was started up due to loss of two emergency busbars)

e The indicator of water level in SG-4 failed to give correct information followed by
ingress of feedwater into steam line;

e All the SGs of Unit-1 failed to be tight (tube leakage);

e Operating personnel failed to follow normal cooldown mode and used relief valve to
atmosphere (BRU-A).

The last failure is not obvious as procedure allows several ways of WWER cooldown.

5. CONCLUSION

Real current status of the plant weaknesses, its safety, reliability and SC problems
can only be identified and monitored based on the permanent analysis of all operational
failures, even small deviations. All the failures could be hardly identified without thinking
on the LTO establishing for each event and analysis of its failures.

Regular plant self-assessment of operational performance based on the event
analysis is an effective method for timely detection and correction of the weaknesses, any
pending problems and monitoring the trends of I&C, personnel and overall plant
performance. Safety, reliability, SC and plant efficiency could be significantly improved
everywhere without heavy investments in additional equipment. ACCET, which contains
the complete set of the integral, differential and event-individual indicators for integrated
monitoring the plant operational performance, including safety, reliability and SC
monitoring, became the practical tool, which is useful for the plant self-assessment. It
could be easily adjusted to the plant local practices of the management and reporting, as it
was shown for Olkiluoto NPP [6].
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. Integral Indicators

o Capability of identifying the latent weaknesses (Efficiency of surveillance):

1= NNDS x 100% (or equivalent); (1)

where: N>0 - total number of event reported inside and outside the plant;
Nps —nhumber of events Discovered by Surveillance.

Capability of assessing events significance (Efficiency of incidents prevention):

NNLL x 100% [(or equivalent); (2)

l2 =

l3= NNNR « 100%




. Comparison of Integral Indicator with ; &(). .
s the Differential Indicators, Calculated W[
for I&C and Electrical Equipment

O Integral @ Dif. I&C O Dif. EI.

100% 1

80% -




SAS Lab

ACCET Guidance for Plant Self-
Assessment of Safety Performance

ASSET ACCET code ACCET code
7 BASIC QUESTIONS main reports statistics

WHAT ARE THE PENDING SAFETY
PROBLEMS?

WHY WERE THEY NOT PREVENTED?
(Root Causes)

HOW TO ELIMINATE THE PENDING
SAFETY PROBLEMS?

ERCAF, part2

Root Causes of Dominant
Failures

Table of Self-Assessment
ERCAF, part 3

List of Corrective Actions (1)
Table of Self-Assessment

e Nature of Failures (Personnel,

Procedures, 1&C, etc.)

Dominant Causes of Events
(Root)

Corrective Actions Data
(part 1)

(Repairs)
6 HOW TO PREVENT THEIR
RECURRENCE?
(Remedies)
7 WHAT CORRECTIVE ACTIONS SHOULD
STILL BE IMPLEMENTED?
(Action plan)

ERCAF, part 4
List of Corrective Actions (2)

o Table of Self-Assessment

Corrective Actions Data
(part 2)

On-line monitoring “Top ten”
of CA



. ERCATD-E (R, F ...) Modernisation Ty
SAS Lub in English (Russian, Finnish ...) W/
N MODERNISATION TASK
DESCRIPTION SIRISGUIASE
1 | Adjustment of the software | ¢ Implementation of Safety Culture Scale
to the latest ASSET e Extension and enhancement of the main tables
guidance o Extension of events analysis up to the all events reported
o Implementation of new tables
2 | New functions e Corrective actions computerised management
implementation e ACCET self-checking of LTO creation
. Integrated monitoring of plant operational performance,
reliability and SC
3 | Software localisation e Translation into local languages (R, F, S)
oriented on particular e Implementation of new functions, tables and reports
customer e |dentification of all the by NPP name
« Customised maintenance
4 | Y2K Problem e Right identification of 2000 year




Balakovo NPP Failures During Last )
. Period of ASSET Monitoring
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mission (92)  start-up (93)  mission (94) mission (97)




. Main Conclusions { K50}

SAS Lab o

problems, monitoring the trends of overall plant performance. Safety, reliability,
SC and plant efficiency could be significantly improved everywhere without
heavy investments in additional equipment.

“+*ACCET, which contains the complete set of the integral, differential and event-

individual indicators for integrated monitoring the plant operational performance,
including safety, reliability and SC monitoring, became the practical tool, which is
useful for the plant self-assessment. It could be easily adjusted to the plant local
practices as it was shown for Olkiluoto NPP in Finland.
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